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Hazards of Hiring — Avoiding Trade-Secret Spillage

By Eric Amdursiy

iring new employees is
expensive, Iz addition lo
the costs of -headhusters
and advertising, employers devote
significant internal resources to
inferviewing and training new
employees before ever seeing z
return on their investment. But
{ke costs are exponentially higher

1f & misstep in the hising process

results in Higation from the new
employee’s former employer.

Over the past several years, Cali-
fornia ies bave iacreasingl
complaived of former employees
engaging iz trade-secret misap-
propriation. The claims range
froe biatant jntentionad thefl to
itmeeent Fetention of trade secrets
by employees who nonetheless
disclose their former empioyer's
proprietary  information: during
subsequent employment, While it
is rdre for an employer who raids
its: -competitor's employees to
gain: access te its trade secrets,
it is ‘becomipg commonplace for
employers with benigs intentions
te become embroiled in litigation
based on the malfeasance {or unfa-
milarity with the Jaw} of their new
emplayees. From an emplover's
Srst contact with a prospective
employee to thal employee’s first
few days on the job, new employers
can.and should make sure that can-
didates for employmment are aware
of their obligations to their former
bosses.

Enitial Contacts

Keep in mind that most cacdi-
dates for employment are currently
workiny elsewhere. They owe their
employer a duty of loyalty that
lirmits the aceeptable range of their
refationship with prospective fu-
tire employers. Oftentimes, these
employees wilinol be aware of what
these legal obligations bind them
to. The consequences of failing
to comply with those legal obliga-
tions, however, can falt even more
teavily on & sew employer, whe
mav risk suils for unfair competi-
Lion of torticus interlerence with a

competitor’s contracts.

To minimize the risks of such
complications, companies inter-
viewing applicants shouid take it
upot: themselves to make sure that
those workers are aware 6f - and
comply with — their sbligations o
thesr current employers. There are
several ways to achieve this.

First, * avtid - communications
by e-miail. It is too easy for & pro-
spective employee 1o accidentally
revesl something inappropriate in
that format, Unfortunately, many
empieyees do not seem lo be aware
that their employer can typically
review auy e-uatls sent to or from
their corporate e-mail acconnt. fn-
deed, even e-mals sent te or from
a persanal e-4mail account may be
intercepted if the employee checks
that account af work. Lacking this
awareness, employees may nol be
as careful as they should in obsery-
ing their chEgations to their cur
rent employers. Fn over-the-phone
or face-to-face communications, a
prospeclive employer can stop such
disclosures before they happen.

Second, an employer locking to
hire emplovees from its direct com-
petitors should consider requiring
new hires to agree in writing, at the
same fime they fill cut an employ-
meat application, that they wit not
yse any of their curreat employer's
confidential information during
the interview process, This same
warning should be repeated orally
in subsequest discussions with the
applicant, including at the employ-
ee’s inerview,

Thitd, employers should avoid
requesting  that cendidates for
employment take any actions on
their behalf prior 1o separation
from their current employment.
For example, an empioyer hoping
that an applicanl mav be able lo
assisl in hiring co-workers from
the apphicasts current employer
should wait cotil atter the applicant
changes employment and begins
work to make this request. Saolici
tation of ermployees from a former
employer may be legally permis-
siple. Solicitation of employees
from a current employer is nol.

Simitarly. an employer should in-
struet candidates not to solicit their

customers to do business with the
new firm prior te the emplayee’s
resignation from the former cne.
After the employee resigas, il is
perfectly appropriate lo send an
annouacement to these custom-
ers informing them of his or her
change in empioyment. Indeed,
the employes may do so even if
the identilies of the customers are
taken from the former employer's
confidential customer  lists, so
jeng as the ammouncement only
announces the individual's change
in employment.  However, these
actions should not be taken until
after the employees separation
from the former empioyer.

Getting the Facts Straight
2 soon as practicable, em-
ployers should obtain cop-
ies of the new hire's propri-

etary information and inventions
assignmen! agreements. 1f the

individual has kept copies of these .

agreements, it may be possible {0
obtain them easly in the interview
precess. H aot. he can obtaio ther
from his current employer. Such a
request may signal the ersployee’s
resignation, rowever, so he may be
rejuctant 6 make this request ugti)
after accepting an offer of employ-
meit.

An employee's- contracts with
his or her former employer may
contain several types of provisicns
that limit the permissible scope of
hat employee’s activities. Certain
sales jobs will prohibit soliciting
former customers if doing so woukd
reveal a trade secret. Others may
prevent soficiting former co-work-
ers. Clauses preventing competi-
tion o7 punisking i Gor nstance,
by the forfeilure of stock options or
pension benefits) are more legally
dubicus in California, but federal
Tew or cut-of-state proceedings can
substaatially muddy the waters.
Choice-oftaw and cheice-ofvenue
pravisions raise the prospect of
costly and arduous litigation that
may end up eroding the valwe of
a new employee 10 his prospective
employer.

In same cases, knowing aboul
these agreements may impact an
employer’s decision lo make an

offer le & new employee. Even if it
does pot, however, it is important
to know what the employee's obli-
gations are in order to easure that
they are nol viclated.

The Interview

job interviews are an essential
parl of e hiring process, aliowing
emplayers o assess a candidate's
qualifications in 2 personal setiiag.
In some cases, howevér, there may
be a fine line between inguiring
about an employee's experiences
and asking inappropriate questions
about a competifor’s business.

Emplayers should train all
employees whe conduct
interviews to avoid inap-
propriaie  questions
that may result in
a  candidate
Heclosing
a current
or  former M
employer’s W
trade sectets.
injerviewers
shoulé make clear
that they zre not interested in
such information, and they should
be prepared to stop the candidate
from volusteering such informa-
tion.

Further, employers should
train all ernployees whoe conduct
interviews nol to disclose their
ewn trade secrets 10 a candidate.
While the interviewer may try to
recnsit the appiicant on the basis
of the company's exciting business
plans of cutting-edge technol-
ogy, ke must keep in mind that
the candidate may ultimately stay
with his or her current employer,
or may even go to work for another
firm. Employers whe voluntarily
disclose confidential information
to compefiters in these circum-
staaces may lose their norenal
legal protection.

Transitioning
Once the employer makes an
offer and the employee accepts it,
there are stifi a number of safe-
guards that shouid be utilized.
First, meke sure the employee
does not talke any of his or her for-

mer employer's confidential in-
formation or property {or informa-
tion belonging to any third party,
such as & chiest of the former
employer). Giviag this instruction
in the absteact is not esough. lo-
form the empioyee in writing that
this means: (1} not ko forward er
save work-related e-mails; {2) aol
to take lists of custommers; (3) ot
to take copies of werk files: (4) not
to lake notes or draits regarding
work projects; and (5} not to take
company-oweed laptops or digital
storage media. Gther than purely
persana items, employees shoukd
tieave empty-handed on their last

&Y.

Second, make sure the emr
ployee does ot delete or destroy
any information belonging ¢ a

Thizd, make sure the em-
plovee signs an agreement sot to
use or disclose any of his former
emplover's confidestial informa.
tios during his sew employment.
This agreement should include
a eertification that the employee
has returned 21l such information
that he possessed.

Finally, assuming the employer
ravigales all of these pre-employ-
ment hazards, make sure that the
emplayee complies with ail of
these obligatiens in the course of
their work. Taking all the right
precautions may help you if some-
thing goes wrong, bul it will not
save you entirely.

former employer. An emp s
good manaers ia cleaning up after
himself couid be misinterpreted

Enc Amdursky ieads the Employ-

as destroying evidence and iner-
fering with the former employer's
business.

ment £ ing & Litigation prac-
tice at the Siicon Vattey office of
O'Meivery and Myers. He can be
reached at eamdursky@omm.com
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